The Court reaffirmed its long-held view that searches conducted without a warrant are "per se unreasonable under the Fourth Amendment-subject only to a few specifically established and well-delineated exceptions.", 3 In a footnote, however, the Court expressly passed on the issue of whether the Fourth Amendment requires prior judicial authorization 14 of surveillance in cases involving national security.
In his concur-rence, Justice White more explicitly suggested that the Court "should not require the warrant procedure if the President of the United States or his chief legal officer, the Attorney General, has considered the requirements of national security and authorized electronic surveillance as reasonable.' ' 1 Justice Douglas, however, in a separate concurrence joined by Justice Brennan, adamantly rejected any notion of a national security exception to the Fourth Amendment, believing it would give a "green light for the Executive Branch to resort to electronic eavesdropping without a warrant in cases which the Executive Branch itself labels 'national security' matters." 16 Justice Douglas noted that the president and the attorney general are "properly interested parties, cast in the role of adversary, in national security cases." 17 Furthermore, "spies and saboteurs are as entitled to the protection of the Fourth Amendment as suspected gamblers."' Therefore, Justice Douglas concluded, the Fourth Amendment rights of national security suspects could not be assured "when the President and Attorney General assume both the position of adversary-and-prosecutor and disinterested, neutral magistrate." 19 Seeking to establish uniform procedures by which law enforcement may conduct electronic surveillance in accordance with the Katz ruling, Congress passed Title III of the Omnibus Crime Control and Safe Streets Act of 1968 (Title 111). 20 Title III codifies the Katz decision by requiring probable cause before the government may conduct electronic surveillance-entailing both that the suspect may commit, or has committed, a criminal offense, and that the targeted facility is connected with that offense. 15 389 U.S. at 364 (White,J., concurring). 16 Id. at 359 (Douglas, J., concurring). 17 Id. at 360 (Douglas, J., concurring). 18 Id. (DouglasJ, concurring). 19 Id. procedural regime designed both to protect the integrity of surveillance evidence and to limit government intrusion on privacy.
22
While Title III was meant to be the exclusive means by which law enforcement could conduct electronic surveillance, Congress specifically excluded from its reach executive officials conducting investigations dealing with national security matters. The statute stated that:
[N]othing contained in this chapter... shall limit the constitutional power of the President to take such measures as he deems necessary to protect the Nation against actual or potential attack or other hostile acts of a foreign power, to obtain foreign intelligence information deemed essential to the security of the United States, or to protect national security information against foreign intelligence activities. Nor shall anything contained in this chapter be deemed to limit the constitutional power of the President to take such measures as he deems necessary to protect the United States against the overthrow of the Government by force or other unlawful means, or against any other clear and present danger to the structure or existence of the Government.
B. Keith and Limitations on the National Security Exception

Four years later, in United States v. United States District Court (Keith) ,24
the Supreme Court returned to the issue it left open in the Katz footnote and clarified the Fourth Amendment's national security exception. In Keith, the government sought to prosecute three citizens who were conspiring to bomb an office of the Central Intelligence Agency in Ann Arbor, Michigan. 25 In pretrial proceedings, the defendants moved to compel the government to disclose electronic surveillance conducted without a warrant to determine 22 See id. § 2518 (setting forth the procedural requirements and probable cause standard for judicial authorization of electronic surveillance). 23 Id. § 2511(3) (repealed 1978) . This section was repealed in 1978 following the passage of FISA. 24 407 U.S. 297 (1972); see also Banks & Bowman, supra note 14, at 49-53 (summarizing the Keith decision and the Supreme Court's differentiation of the president's power under the national security exception in situations involving domestic organizations); Cinquegrana, supra note 14, at 803 (noting that while Keith "rejected the government's arguments that courts lacked the necessary expertise and security to evaluate this type of intelligence activity, it emphasized that its holding did not extend to surveillance involving foreign powers or their agents"); Rackow, supra note 14, at 1662 ("Although the Court acknowledged the Executive's intelligencegathering authority, it held that the Fourth Amendment does not permit warrantless wiretaps in cases involving domestic threats to national security.").
25 407 U.S. at 299.
whether it had tainted any potential trial evidence. 26 The Attorney General admitted to the surveillance but argued that it was for intelligence-gathering purposes and therefore fell under the national security exception to the Fourth Amendment, as codified in § 2511(3) of Title III, and did not need not be disclosed to the defendants 7 The government claimed the defendant's actions posed a "'clear and present danger to the structure or existence of the Government. '' 21 The district court disagreed, finding the surveillance to be a violation of the Fourth Amendment and ordered disclosure. 29 In affirming the lower court's ruling, the Supreme Court held that the language in § 2511(3) of Title III neither limited nor augmented presidential power, but rather that "Congress simply left presidential powers where it found them., 30 Therefore, the issue was whether the president had inherent constitutional authority to order warrantless surveillance of domestic organizations for national security purposes as an exception to the Fourth Amendment. 31 In answering this question, the Supreme Court recognized that national security investigations could implicate both First and Fourth Amendment interests to an even greater degree than cases involving ordinary crime. While the Constitution charges the president with the obligation to "preserve, protect and defend the Constitution of the United States, '33 national security investigations also involve "greater jeopardy to constitutionally protected speech." 34 As a result, Justice Powell concluded that the Court must balance "the duty of Government to protect the domestic security, [with] the potential danger posed by unreasonable surveillance to individual privacy and free expression. The Court described this danger as:
[T]he tendency of Government-however benevolent and benign its motives-to view with suspicion those who most fervently dispute its policies. Fourth Amendment protections become the more necessary when the targets of official surveillance may be those suspected of unorthodoxy in their political beliefs. The danger to political dissent is 26 Id. at 299-300. 27 Id. at 301. 28 Id. at 302 (quoting 18 U.S.C. § 2511(3)). 31 Id. at 299. 32 Id. at 313.
3 U.S. CONST. art. II, § 1, cl. 8. 34 407 U.S. at 313. 35 Id. at 314-15.
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acute where the Government attempts to act under so vague a concept as the power to protect "domestic security." Given the difficulty of defining the domestic security interest, the danger of abuse in acting to protect that interest becomes apparent.36
The Court thus adopted Justice Douglas' reasoning in his Katz concurrence and held that the Fourth Amendment does not distinguish between various substantive offenses and that its "freedoms cannot properly be guaranteed if domestic security surveillances may be conducted solely within the discretion of the Executive Branch." :7 Because the potential for abuse was so great and the rights protected were so fundamental, the Court held that, in intelligence-gathering investigations involving domestic organizations, the Fourth Amendment required the executive branch to have probable cause of criminal wrongdoing and to seekjudicial authorization prior to conducting electronic surveillance.
8
While the Keith ruling would seem to be definitive, it did not entirely resolve the issue of warrantless national security surveillance in the United States. The Keith case involved purely domestic organizations where there was "no evidence of any involvement, directly or indirectly, of a foreign power.
' '9 Specifically, the Court stated that its opinion did not pass 'judgment on the scope of the President's surveillance power with respect to the activities of foreign powers, within or without this country., 4 0 Therefore, circuit courts continuously have held that Keith merely narrowed the larger nationalsecurity exception to a more limited foreign intelligence exception to the Fourth Amendment.
C. The Circuit Courts Define the Foreign Intelligence Exception
Following Keith, five federal circuit courts of appeals reviewed cases involving the president's constitutional power to conduct 41 warrantless electronic surveillance for foreign intelligence purposes. 44 In Brown, the Fifth Circuit upheld the legality of warrantless surveillance when initiated for the purpose of gathering foreign intelligence. 45 Although the defendant in Brown was not the target of the investigation, the government did intercept several of his conversations during its 46 surveillance. At the defendant's subsequent criminal trial, the court refused to compel disclosure of the evidence, stating only that it was not in the national interest and that the surveillance was made "in connection with obtaining foreign intelligence information.
'47
In upholding a foreign intelligence exception, the appellate court stated that, "because of the President's constitutional duty to act for the United States in the field of foreign relations, and his inherent power to protect national security in the context of foreign affairs [,] ... the President may constitutionally authorize warrantless wiretaps for the purpose of gathering foreign intelligence. 48 In distinguishing the facts of the case from Keith, the appellate court stated that "[r]estrictions upon the President's power which are appropriate in cases of domestic security become artificial in the context of the Amendment rights of individuals and the government's interest in protecting national security is resolved by the FBI's "fact-sensitive inquiries, without clear judicial criteria for deciding when prior judicial warrant is required"); Cinquegrana, supra note 14, at 804 (suggesting that courts recognizing the foreign intelligence exception did so out of "concern for the efficiency and expertise of the nation's foreign intelligence process and the deleterious effects that might result from judicial interference"); Rackow, supra note 14, at 1665 (describing the D.C. Circuit Court of Appeals opinion that other courts addressing the issue had "simply converted the Executive's need to gather intelligence information into an absolute right to conduct warrantless surveillance --without giving sufficient thought to First and Fourth Amendment interests that may be infringed upon by allowing the Executive to bypass judicial scrutiny").
42 U.S. CONST. art. II, § 2, cl. 49 In his concurrence, Judge Goldberg agreed with the majority's reasoning, but cautioned that it was the "essential burden of the courts to be ever vigilant, so that foreign intelligence never becomes a proforma justification for any degree of intrusion into zones of privacy guaranteed by the Fourth Amendment."' 0
The following year, the Third Circuit, sitting en banc, addressed the same issue in United States v. Butenko," ' which involved the electronic surveillance of a Soviet national working with an American citizen to obtain sensitive information regarding United States foreign policy and military capabilities.
5
' As in Brown, the Third Circuit found that the president's constitutional authority to conduct foreign intelligence investigations was "implied from his duty to conduct the nation's foreign affairs., 53 However, the court qualified this statement by adding that, although national security threats are of immeasurable gravity, there is "nothing in the language of the Constitution tojustify completely removing the Fourth Amendment's requirements in the foreign affairs field." 54 Thus, the court determined that, while prior judicial authorization would interfere too much with the executive's foreign affairs power, post-search judicial review represented an important safeguard of Fourth Amendment rights and a deterrent to potential abuse.Y Further, the Third Circuit held that the district court, "when reviewing a particular search must, above all, be assured that [securing foreign intelligence information] was in fact its primary purpose and that the accumulation of evidence of criminal activity was incidental." warrant or prior judicial approval. At trial, the defendants argued that the foreign intelligence exception should apply only when the surveillance is conducted solely for foreign intelligence purposes, and therefore, all evidence obtained without a warrant should be suppressed. 63 The government countered that the foreign intelligence exception should apply when surveillance is conducted for any foreign intelligence reason, and therefore, the fruits of that 64 surveillance should be admitted at trial. Rejecting both parties' arguments, the Fourth Circuit noted that "almost all foreign intelligence investigations are in part criminal investigations," 6 5 and therefore neither party's approach is acceptable. Thus, the court ruled that the foreign intelligence exception applies "only when the surveillance is conducted 'primarily' for foreign intelligence reasons. The court held that this restriction on the foreign intelligence exception was necessary because [,] once surveillance becomes primarily a criminal investigation, the courts are entirely competent to make the usual probable cause determination, and because, importantly, individual privacy interests come to the fore and government foreign policy concerns recede when 58 Id. at 912-13. 59 Id. at 911-12. 60 Id. at 912. 61 By the end of the 1970s, the national security exception to the Fourth Amendment, first identified in Katz, was refined to a foreign intelligence exception limited to investigations against foreign powers and agents of foreign powers. Four out of the five circuit courts that had addressed the issue upheld this more limited foreign intelligence exception as constitutional under both the president's powers as commander in chief and his sole responsibility for the foreign affairs of the nation. Furthermore, the circuit courts limited the exception to instances where the primary purpose of the investigation was foreign intelligence. Provided that surveillance fell within the foreign intelligence exception, Truong then permitted the fruits of such an investigation to be used against defendants during a criminal trial. The report noted that the intelligence community's "general attitude was that intelligence needs were responsive to a higher law. . . the greater good, the national security.
" '
In response to these widespread and flagrant violations, the Church Committee stated unequivocally in its conclusions and recommendations its belief regarding activities such as warrantless surveillance or searches that " [t] here is no inherent constitutional authority for the President or any intelligence agency to violate the law."
9 The
Committee strongly recommended that Congress create a statutory framework to regulate the use of electronic surveillance for intelligence purposes within the United States by amending Title III to require warrants for all electronic surveillance. 9 0 The Church Committee concluded that only by requiring a judicial warrant, and removing counterintelligence electronic surveillance from the unchecked discretion of the executive, could the flagrant abuses of power be eliminated.
91
B. Passage of FISA
In 1978, Congress acted upon the Church Committee's recommendation and passed FISA as the exclusive means by which the executive branch may conduct electronic surveillance for foreign intelligence purposes within the United States. 92 Specifically, FISA limits electronic surveillance to investigations of a foreign power or agents of a foreign power for the purpose of obtaining foreign intelligence information. 9 3 Congress included within the definition of a "foreign power," not only a foreign government, but also "a group the same as those used against hostile foreign agents-"clandestine activities intended to influence political choices and social values." Id. at 4. COINTELPRO was the result of pressure on the FBI to do something about a perceived threat that law enforcement techniques could not address because of the Supreme Court's imposition of constitutional restrictions. Id. at 10-11. There were five recognized threats to domestic security that COINTELPRO programs targeted: The term "international terrorism" is defined as activities that:
(1) involve violent acts or acts dangerous to human life that are a violation of the criminal laws of the United States or of any State, or that would be a criminal violation if committed within the jurisdiction of the United States or any State;
(2) appear to be intended-(A) to intimidate or coerce a civilian population;
(B) to influence the policy of a government by intimidation or coercion; or (C) to affect the conduct of a government by assassination or kidnapping; and (3) occur totally outside the United States, or transcend national boundaries in terms of the means by which they are accomplished, the persons they appear intended to coerce or intimidate, or the locale in
which their perpetrators operate or seek asylum.
95
The Act authorizes electronic surveillance as long as the government can demonstrate that the target is a foreign power or an agent of a foreign power (defined as a non-United States person acting within the United States for or on behalf of a foreign power) engaged in clandestine intelligence activities within the country contrary to United States interests. 96 Congress created a heightened threshold for intelligence investigations of U.S. persons (defined as citizens or permanent residents) 97 by requiring that they "knowingly engage" in the proscribed activity before permitting surveillance.
9
Thus, a U.S. citizen can be found to be an agent of a foreign power if she (a) "knowingly engages in clandestine intelligence" activities, which may violate U.S. criminal laws on behalf of a foreign power; (b) "knowingly engages in sabotage or international terrorism, or activities that are in preparation therefor, for or on behalf of a foreign power"; or (c) "knowingly aids or abets any person" conducting such activities.
99
Surveillance is permitted solely for the purpose of obtaining "foreign intelligence information," which is "information that relates to, and if concerning a United States person is necessary to, the ability of the United States to protect against" (a) actual or 94 § 1801(a).
§ 1801 (c).
§ 1801(b).
§ 1801(i).
98 § 1801(b) (2) (emphasis added). Pursuant to its Article III power, 1 0 2 Congress established the FISC, comprised of seven district court judges appointed by the Chief Justice.
0 3 The FISC has jurisdiction to consider applications and grant orders for electronic surveillance targeting a foreign power or agent of a foreign power to obtain foreign intelligence information within the United States.'° The Act establishes a procedure by which a federal officer must submit an application for an order approving electronic surveillance, including a certification "that the purpose of the surveillance is to obtain foreign intelligence information."' 0 '
5
The FISCjudge reviews the application for electronic surveillance in an ex parte, secret proceeding. 0 6 Under FISA, a FISC judge must issue an order authorizing the electronic surveillance if, based on the facts established in the application, there is probable cause to believe that the target is a foreign power or an agent of a foreign power and that she is using, or about to use, the facilities targeted by the surveillance. 108 Title III provides that a judge may enter an ex parte order authorizing surveillance if there is probable cause for belief that (a) "an individual is committing, has committed, or is about to commit a particular offense;" (b) particular communications concerning the offense will be intercepted; (c) normal investigative techniques have tried and failed or will not be effective, and (d) the facilities targeted are used, or are about to be used, in commission of such an offense. 18 U.S.C. § 2518(3) (2000). Clearly,judges reviewing the Title III applications have far greater [Vol. 152: 385
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In its report on the bill, the House specifically stated that "when reviewing the certifications... unless there is a prima facie showing of a fraudulent statement by a certifying officer, procedural regularity is the only determination to be made if a non-U.S. person is the target."' 0 1 ' If the target is a U.S. person, a FISC judge has the additional minimal responsibility of ensuring the certification is not "clearly erroneous.,,1
C. The Use of FISA Information for Law Enforcement Purposes
FISA provides for electronic surveillance solely in foreign intelligence investigations and requires that the attorney general adopt procedures to minimize the dissemination of information gathered during an investigation against a U.S. person."' Despite these limitations, FISA nevertheless allows the fruits of electronic surveillance to be used in a subsequent criminal trial in certain circumstances.
Specifically, FISA establishes that information gathered during a foreign intelligence investigation may be used for law enforcement purposes if authorized by the attorney general," 2 and notice is given to the defendant. 13 A defendant may move to suppress the evidence only on the grounds that the information was unlawfully acquired, or that the information was collected during surveillance that exceeded the authority granted in the FISA warrant.14 Once a defendant files a motion to discover, obtain, or suppress FISA evidence, however, the attorney general may file an affidavit claiming that disclosure or an adversary hearing would harm national security."
5 At that point, the district court must review the application, surveillance order, and other evidence in camera and ex parte to determine the legality of the surveillance. III See id. § 1801 (h) (stating that the attorney general shall adopt procedures "to minimize the acquisition and retention, and prohibit the dissemination, of nonpublicly available information concerning unconsenting United States persons consistent with the need of the United States to obtain, produce, and disseminate foreign intelligence information"). 112 Id. § 1806(b).
§ 1806(c).
114 § 1806(e). 115 § 1806(f). 116 Id.
determines that the surveillance was not lawfully authorized, the evidence obtained or derived from the unlawful investigation must be suppressed."' The practical effect of these provisions is that a defendant, even if she is a U.S. citizen, may be prosecuted with evidence collected by electronic surveillance, approved solely on the basis of procedural regularity and documents required by statute, without a showing of probable cause of any criminal wrongdoing, and to which she may never obtain access to at trial-all for the sake of national security.
While Title III was passed by Congress to implement the Court's ruling in Katz and strictly apply the Fourth Amendment warrant requirement to electronic surveillance in law enforcement investigations, FISA was an attempt by Congress to regulate an area about which the Court had remained silent-the executive branch's power to conduct surveillance for foreign intelligence purposes."' Therefore, FISA operates as a procedural framework within the limited foreign intelligence exception to the Fourth Amendment previously recognized by the courts of appeals.
n 9 However, Congress did adopt procedural safeguards "necessary to insure that electronic surveillance by the U.S. Government within this country conforms to the fundamental principles of the fourth amendment [sic] .,, 120 While the FISA text does circumscribe surveillance powers, the legislative history indicates that FISA was not intended to satisfy the traditional Fourth Amendment procedures required in law enforcement investigations. In its report on the bill, the House stated that FISA surveillances "are not primarily for the purpose of gathering evidence of a crime. They are to obtain foreign intelligence information, which when it concerns United States persons must be necessary to important national concerns. Turning to the facts of the investigation, the district court determined that since the statutory scope of FISA overlies the constitutional scope of Truong, a valid investigation under one must similarly be valid under the other.
The district court recognized that Congress anticipated the possibility of criminal prosecution through FISA-obtained evidence, but noted that "surveillance under FISA is appropriate only if foreign intelligence surveillance is the Government's primary purpose.' 2 9
The primary purpose of the investigation was to collect information on the international terrorist group and thus the FISA evidence was usable at trial. Applying this rule, the court found that the primary purpose of the investigation was foreign intelligence and, thus, upheld the use of the FISA evidence at trial.
139
By contrast, the Ninth Circuit refused to decide the issue of whether a FISA investigation required foreign intelligence to be the "primary purpose" or simply "the purpose" (potentially one of several) 132 Id. at 77 (emphasis added). FISA states that FISC may grant an order approving electronic surveillance "for the purpose of obtaining foreign intelligence information." 50 U.S.C. § 1802(b) (2000) . Similarly, a FISA application requires certification "that the purpose of the surveillance is to obtain foreign intelligence information." Id. § 1804(a) (7) (B). Neither of these two sections cited by the Second Circuit plainly states a primary purpose test. Thus, though it does not explicitly apply The Ninth Circuit wrote, "We refuse to draw too fine a distinction between criminal and intelligence investigations. 'International terrorism,' by definition, requires the investigation of activities that constitute crimes. That the government may later choose to prosecute is irrelevant. FISA contemplates prosecution based on evidence gathered through surveillance.... "' "FISA is meant to take into account 'the differences between ordinary criminal investigations to gather evidence of specific crimes and foreign counterintelligence investigations to uncover and monitor clandestine activities."
42
The court did not decide the constitutional issue of whether evidence collected during a FISA search, conducted for simply "the purpose" of gathering foreign intelligence information, would be admissible under the Fourth Amendment. Put another way, the Ninth Circuit passed on the question of whether Truong is the constitutional standard in a criminal prosecution. Before the circuit courts could reach consensus on the question, the Attorney General stepped into the debate.
D. The 1995 Attorney General Procedures
In 1995, Attorney General Janet Reno adopted comprehensive procedures governing the interaction between law enforcement and foreign intelligence investigations. Intelligence Policy and Review (OIPR) (the government lawyers who stand before the FISC) on the other.
145
The rationale behind the separation was to protect the integrity of FISA investigations by ensuring that they remained primarily for intelligence purposes.146 The 1995 Procedures provided that the FBI and OIPR inform the Criminal Division when an investigation reasonably indicated "that a significant federal crime has been, is being, or may be committed." 14 7
The FBI and OIPR were required to give the Criminal Division the facts and circumstances supporting their belief that criminal activity was involved.
148 If the Criminal Division believed law enforcement interests were implicated, it could give "guidance to the FBI aimed at preserving the option of a criminal prosecution., 149 The To verify the separation throughout a FISA investigation in which the Criminal Division was participating, the FBI was directed to maintain a log of all contacts between the two divisions, ' 1 and the OIPR was required to keep the FISC apprised of the nature of the Criminal Division's participation in any renewal FISA applications. 151 Id. § A(4). 152 Id. § A(7).
[Vol. 152: 385 was finally resolved. By implementing the primary purpose doctrine, the Justice Department clearly defined the constitutionally murky boundaries between intelligence and law enforcement. However, without a definitive Supreme Court ruling or at least a consensus among the circuits, the boundaries were merely internal guidelines of one executive administration, which could easily be altered by a change in circumstances, a change in administration, or both.
III. REINTERPRETATION OF FISA AFTER SEPTEMBER 11
A. The Patriot Act's Amendments to FISA
The terrorist attacks on the morning of September 11, 2001, were the most horrific foreign strikes to ever occur on U.S. soil. The following day the Department ofJustice began working "'on a package of authorities ' ' 1 53 to provide law enforcement with, in the words of Attorney General John Ashcroft, "'all that is necessary... within the bounds of the Constitution, to discharge the obligation to fight this war against terror.' 154 A crisis mentality permeated the nation's capital, which some administration officials saw as an opportunity to push through previously rejected and long-stalled legal changes aimed at strengthening law enforcement at the expense of civil liberties. Attorney General Ashcroft challenged Congress to act quickly and bypass the usual legislative process, enacting the new legislation within a week.
55
With respect to FISA, the "Bush administration believed those barriers [between law enforcement and foreign intelligence] were getting in the way of uncovering terrorist cells operating here and abroad., hijacker," 57 whom the Administration claimed was under suspicion by FBI law enforcement agents.
15
" The government claimed a FISA warrant was never sought to search his computer because the primary purpose test had made OIPR overly cautious about seeking FISA surveillance against a suspect first identified by law enforcement.'
As a result of this perceived deficiency, one of the changes the Justice Department proposed was to alter the FISA purpose requirement from foreign intelligence must be "the purpose" of an investigation, to simply "a purpose.,,1 6 0 However, congressional members from both parties balked at the suggestion, fearing that "[g]iving criminal investigators unchecked access to FISA powers could break down constitutional safeguards against unreasonable searches and seizures, leading to abuses against U.S. citizens."'' In the end, the two sides compromised and section 218 of the Patriot Act amended the language of FISA § 1804(a) (7) (B) to require that "a significant purpose of the surveillance is to obtain foreign intelligence information.
, 6
In accepting the compromise, however, Senator Leahy, the Chairman of the Judiciary Committee and a cosponsor of the bill, noted that " [ 
B. The 2002 Attorney General Procedures
Shortly after passage of the Patriot Act, Attorney General Ashcroft implemented it by replacing the 1995 Procedures ' with new guidelines mandating closer interaction between law enforcement and intelligence agents.
The Attorney General adopted new procedures for FISA investigations conducted "primarily for a law enforcement purpose" but with a "significant foreign intelligence purpose" as well. The FISC reasoned that FISA gives the government unusually broad power to investigate and retain information for the purpose of collecting foreign intelligence against U.S. persons. The issue before the FISC, therefore, was whether the 2002 Procedures exceeded the bounds of FISA. The FISC noted that pursuant to § 1801(h), minimization procedures must be "consistent with the need of the United States to 'obtain, produce, and disseminate foreign intelligence information."' ' 9 Thus, the FISC concluded that "[i]f direction of counterintelligence cases involving the use of highly intrusive FISA surveillances and searches by criminal prosecutors is necessary to obtain and produce foreign intelligence information, it is yet to be explained to the court."' ' 9 6 To ensure the 2002 Procedures fell within their statutory purpose, the FISC held that the FBI, the Criminal Division, and OIPR may consult and coordinate with each other, but "law enforcement officials shall not make recommendations to intelligence officials concerning the initiation, operation, continuation or expansion of FISA searches or surveillances. ' 
"
97 Furthermore, the FISC held that the parties must ensure that "law enforcement officials do not direct or control the use of the FISA procedures to enhance criminal prosecution, and that advice.., does not inadvertently result in the Criminal Division's directing or controlling the investigation using FISA searches and surveillances toward law enforcement objectives."' purpose. The ruling was a remarkable blow to the government by a court, which up until this point, had done little more than rubber stamp government foreign intelligence activities. While civil libertarians applauded the decision, their celebration would be short lived.
D. The Government's Appeal
Rather than appeal the FISC Opinion, the government brought an application for surveillance against a U.S. person under the 2002 Procedures framework. 99 The FISC authorized the surveillance, but imposed the same limitations on the investigation as it laid out in its FISC Opinion to ensure law enforcement officials did not direct or control FISA investigations for criminal prosecution purposes.
2 0 0 The government, for the first time in the twenty-four year history of FISA, appealed to the FISCR. In its brief, the government made three principal arguments for why FISA surveillances may be used for primarily law enforcement purposes. First, the Justice Department argued that the courts had misapplied the pre-Patriot Act FISA over the past twenty years by reading into the statutory language the need for foreign intelligence 201 to be the primary purpose of an investigation.
Second, even if the primary purpose test was correct, the Patriot Act amended that language to "a significant purpose," which allows for a primary 2012 purpose that is not foreign intelligence.
Third, the primary purpose test is not constitutionally required, and therefore the Patriot Act's amended language is valid. The government argued the "primary purpose" cases were decided wrongly because "the government never advanced the idea that prosecution may be used to protect national security, or that FISA may be used to obtain evidence ., 209 for such a prosecution.
Second, even if the purpose distinction and the primary purpose test were considered the correct reading of the original FISA language, the Patriot Act amended the requirement to "a significant purpose.
Thus, the government argued, so long as foreign intelligence remained a significant purpose, the primary purpose could be criminal prosecution. 21 Furthermore, because the term "significant" is neither a relative nor a comparative term, the government argued that the courts do not need to investigate or review the role of law enforcement in the investigation.
2 1 2 "Indeed, where law enforcement officials seek evidence to prosecute a spy or terrorist, intelligence officials will always (or almost always) have at least a significant purpose to obtain the same information. As a result, the government concluded the "direction or control" Because FISA necessarily involves foreign threats, the government reaffirmed the argument that it relies on the president's inherent powers as commander in chief and as the sole organ in foreign 217 affairs.
Foreign affairs is a sphere where the president "exercises very delicate, plenary and exclusive power, and in which judicial intervention is rarely proper." 21 8
The brief claimed that "the nature of the threat, not the nature of the government's response to the threat ... determines the constitutionality of national security surveillance.
2 1 9 The government concluded so long as the investigation is directed towards a foreign power or an agent of a foreign power, the full Fourth Amendment strictures do not apply, regardless of whether law enforcement is its primary 220 purpose.
"Nothing in Keith suggests that the availability of more relaxed constitutional standards for a search or surveillance depends ,, 121 on the absence of a law enforcement purpose.
While not adopting the government's reasoning, the FISCR upheld the government's position.
E. The FISCR Reversal
In its first-ever ruling, the FISCR reversed the FISC decision, 222 claiming it lacked both statutory and constitutional foundation. The FISCR addressed the government's first argument by noting that 214 Id. 215 Id. 216 Id. 217 Id. 218 Id. (internal quotations and citations omitted). 219 Id. (emphasis omitted). 220 Id. 221 Id. many of the statutory definitions in FISA, including "agent of a foreign power" or "international terrorism," may include elements of criminal activity, which the FISCR broadly defined as "foreign intelligence crimes." 223 The court held "it is virtually impossible to read the 1978 FISA to exclude from its purpose the prosecution of foreign intelligence crimes, most importantly because . . . the definition of an agent of a foreign power-if he or she is a U.S. person-is grounded on criminal conduct."
Thus, the FISCR concluded that FISA never contemplated that a court ever would inquire into the government's purpose at all or require a non-law enforcement foCUS. 225 The FISCR noted that the legislative history supported the government's argument that Congress specifically intended for the use of law enforcement to protect against foreign intelligence 226 threats.. Since the term "foreign intelligence information" includes foreign intelligence crimes, the purpose requirement in FISA was to prevent the use of FISA warrants for gathering non-foreign intelligence information and not to restrict the government's use of proper foreign intelligence information to criminally prosecute. 2 27 The court agreed with the government that "prosecution is one way to combat foreign intelligence crimes." 22 s Finally, the court held that the primary purpose cases, like Duggan and Johnson, never tied the primary purpose test to the language in the statute. 229 The FISCR observed Duggan "never explained why it apparently read foreign intelligence information to exclude evidence of crimes-endorsing the district court's implied dichotomy-when the statute's definitions of foreign intelligence and foreign agent are actually cast in terms of criminal conduct., 3° The Court recognized that the government's principal objective is to stop the agent's activities by 224 310 F.3d at 723. 225 Id.
226 Id. at 724-25. 227 Id. at 725. 228 Id. 229 Id. at 726 (emphasis omitted). 230 Id. at 727 (emphasis added).
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"any means, but if one considers the actual ways in which the government would foil espionage or terrorism it becomes apparent that criminal prosecution analytically cannot be placed easily in a separate response category.,231 While the original FISA language did not contemplate a distinction between law enforcement and foreign intelligence purposes, the Patriot Act's significant purpose test certainly does. 32 Therefore, the FISCR held that the government's argument based on the pre-Patriot FISA language was no longer valid, since the dichotomy between law enforcement and foreign intelligence was now relevant, although under the less stringent significant purpose test.
3 3
In applying the Patriot Act, the FISCR held that while law enforcement objectives may be the primary purpose, the objectives must be directed towards foreign intelligence crime, rather than 234 ordinary crime.
The Court rejected the government's argument that "prosecutions of non-foreign intelligence crimes are consistent with a purpose of gaining foreign intelligence information so long as the government's objective is to stop espionage or terrorism by putting an agent of a foreign power in prison.
2 3 ' 5 The FISCR reasoned that such a use would transgress the meaning and purpose of FISA, which intended the certification requirement "to prevent the government from targeting a foreign agent when its true purpose was to gain non-foreign intelligence information-such as evidence of ordinary crimes or scandals."
Thus, even if the government had a significant foreign intelligence purpose, a FISA application should be denied if its primary purpose was criminal prosecution for non-foreign intelligence crimes. The court also recognized, however, that "ordinary crimes might be inextricably intertwined with foreign intelligence crimes"-such as international terrorists who finance their terrorist 231 Id. 232 Id. at 735. 233 
Id.
The FISCR noted that Congress, while adopting the law enforcement/foreign intelligence dichotomy in the Patriot Act's significant purpose test, did not amend the term "foreign intelligence information" which the FISCR already stated includes foreign intelligence crimes. Id. However, the FISCR opinion reasoned around this "analytic conundrum" by reading the pre-Patriot FISA language as excluding FISA investigations with the "sole objective of criminal prosecution." Id. 234 Id. at 736. 235 Id. at 735-36 (emphasis omitted). 236 Id. at 736 (internal quotations omitted).
activities by robbing banks-that would then make FISA applicable. Under such a scenario, the FISCR held FISA could be used to investigate the bank robbery "as evidence of the terrorist act itself" but not to "investigate wholly unrelated ordinary crimes.,
239
Turning to the constitutionality of the Patriot Act, the FISCR did not decide whether a FISA warrant satisfied the Fourth Amendment warrant requirements, but rather, limited its analysis to whether FISA searches under the significant purpose test are constitutionally reasonable .
To answer this question, the FISCR analyzed Truong and identified what it considered to be the false premise upon which that opinion was based-specifically, that once an investigation became criminal in nature, "its foreign policy concerns recede." 24 ' The court noted that in the field of counterintelligence, intelligence and law enforcement purposes are intertwined. 242 Thus, the line Truong drew between foreign intelligence and law enforcement was "inherently unstable, unrealistic and confusing."
243 Furthermore, such line drawing led to "dangerous confusion" and "perverse organizational incentives" as walls were constructed between intelligence and law enforcement divisions, discouraging cooperation necessary to ensure national security.2 4 4 While national security concerns cannot abrogate Fourth Amendment requirements, the court held that Truong misinterpreted both the government's interest and the Supreme Court's ruling in Keith, which suggested that a more relaxed warrant procedure may be appropriate in cases involving national security than in cases involving 245 ordinary crime.
Thus, the FISCR concluded the distinction that the Supreme Court had suggested in Keith was the same as stated by the original FISA language-a distinction between ordinary crimes and foreign intelligence crimes. 46 In the case of foreign intelligence crimes, the government's overwhelming interest is to prevent the immediate threat through whatever means available, including 238 Id. Finally, the court held FISA is constitutional under the Supreme Court's Fourth Amendment "special needs" doctrine, which upholds "warrantless and even suspicionless searches that are designed to serve the government's 'special needs, beyond the normal need for law enforcement.' ' , 24 9 The FISCR noted that the Supreme Court rejected suspicionless searches when the primary purpose was ordinary law enforcement.
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The "special needs" cases, however, permit the government to pursue a special programmatic purpose, such as public school discipline, road safety, or immigration control, without regard to the subjective intent of the officers .
Thus, the Fourth Amendment analysis does not consider whether an officer's subjective purpose is law enforcement provided there is a non-law enforcement special need.
Applying this "special needs" analysis, the FISCR concluded that "FISA's general programmatic purpose, to protect the nation against terrorists and espionage threats directed by foreign powers... [is] distinguishable from ordinary crime control.' 2 Because protection against foreign threats of terrorism is its main purpose, FISA falls 253 within the Fourth Amendment's "special needs" doctrine.
As a result, the FISCR found searches and surveillance conducted without the normal Fourth Amendment protections of a warrant and judicial authorization and review to be constitutionally reasonable. The FISCR first stated that the pre-Patriot Act FISA language clearly contemplated the criminal prosecution of foreign intelligence crimes, which it tried to distinguish from ordinary crimes 2 5 5 The FISCR's definition of "foreign intelligence crimes" was based on the statutory definitions of "agent of a foreign power," "international terrorism," and "sabotage. 256 This distinction, however, is anything but apparent in these statutory definitions.
The statutory language does not clearly delineate between foreign intelligence crimes and other criminal violations.
Specifically, § 1801 (b) (2) (A) of Tide III states that an "agent of a foreign power" includes any person who "knowingly engages in clandestine intelligence gathering activities [,] Like the definition of an "agent of a foreign power," this definition does not apply only to crimes committed in the United States.
Finally, the term "foreign intelligence information" does not have any criminal conduct component to it at all. It is broadly defined as information necessary for the United States to protect against "actual or potential attack.., or international terrorism.
Criminal conduct is not required. [Vol. 152: 385
FOREIGN INTELLIGENCE SURVEIILANCE
The FISCR simply mischaracterized the statute when it stated that a FISA investigation is necessarily "grounded on criminal conduct.
2 '
Even if criminal conduct is involved, FISA does not distinguish between types of substantive crimes, but rather allows for any criminal violation to qualify as an agent of a foreign power and any violent or life threatening crime for purposes of defining international terrorism. It is hard to see any statutory basis for the Court's foreign intelligence crime/ordinary crime distinction. The FISCR wrote "it is virtually impossible to read the 1978 FISA to exclude from its purpose the prosecution of foreign intelligence crimes."
262 But the court's interpretation is at odds with § 1806(b), which expressly states that no FISA information "shall be disclosed for 263 law enforcement purposes" without prior approval. Further, the statute requires that FISA information "may only be used in a criminal proceeding with the advance authorization of the Attorney General."
64 Clearly, the plain language and structure of the statute set up the dichotomy between foreign intelligence and law enforcement. If, as the FISCR claimed, the criminal prosecution of foreign intelligence crimes was contemplated by FISA, why would the heightened disclosure requirement of § 1806(b) be warranted? Why would the disclosure requirement explicitly distinguish between foreign intelligence crimes and ordinary crimes, requiring nothing for the former, but heightened approval for the latter?
The legislative history further reveals the deficiency in the FISCR reasoning. While Congress clearly anticipated the use of FISA information in subsequent criminal trials, FISA surveillances "are not primarily for the purpose of gathering evidence of a crime. They are to obtain foreign intelligence information, which when it concerns United States persons must be necessary to important national concerns." 265 It was Congress that created the foreign intelligence/law enforcement dichotomy by writing it into the statute itself.
B. Statutory Analysis: The Effect of the Patriot Act
The FISCR held that the Patriot Act, by adding the relational term ("significant purpose"), eliminates the justification for the FISC to obtained evidence. The court, however, rejected the government's argument that the Patriot Act authorizes FISA investigations for any case where foreign intelligence information is a significant purpose. 267 The FISCR reasoned that the intention of the § 1804(a) (7) (B) significant purpose requirement " is to prevent the government from 269 targeting a foreign agent for non-foreign intelligence reasons. Therefore, the court limited the scope of the Patriot Act amendment to foreign intelligence information, which may include the prosecution of foreign intelligence crimes. But this distinction fails as well.
The FISCR's interpretation of the Patriot Act creates an odd distinction between law enforcement investigations primarily for foreign intelligence crimes and investigations of ordinary crimes. As stated above, the term "foreign intelligence crimes" does not encompass a precisely defined subset of crimes, but may include Under the FISCR analysis, the real distinction depends on who is committing the crime. According to the FISCR opinion then, if U.S. citizens, who are agents of a foreign power, commit any crime (even one such as perjury) it would qualify as a foreign intelligence crime. Limiting the Patriot Act to foreign intelligence crimes is essentially no limitation at all. The ruling becomes even more problematic when one considers that the term "agent of a foreign power" encompasses any U.S. person who knowingly aids and abets a foreign power. 27 These definitions are broad enough to include anyone who actively supports groups like the Irish Republican Army, the Palestine Liberation Organization, and other political groups.
The FISCR foreign intelligence crime distinction is further weakened by the court's "inextricably intertwined" exception: A FISA law enforcement investigation is appropriate when ordinary crimes are "inextricably intertwined with foreign intelligence crimes.
2 7 2 The court used, as an example of this phenomenon, international terrorists who engage in bank robberies to finance their terrorist activities.
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Under the FISCR intertwinement rationale, the government can obtain a warrant through FISA, rather than Title III, to investigate both the robberies and the terrorism. Without describing the standard by which "inextricably intertwined" should be measured, the court concluded that FISA "cannot be used as a device to investigate wholly unrelated ordinary crimes."
The court's position, however, sets up a slippery slope as to how unconnected the ordinary criminal conduct must be before it is wholly unrelated to the foreign intelligence crime. Furthermore, because the exact details of terrorist plans are often unknown, it would be virtually impossible to determine the level of relatedness between the crime and the foreign intelligence purpose at the time of obtaining surveillance authorization.
C. Constitutional Analysis: The Role of Primary Purpose in Criminal Prosecutions
In discussing the constitutionality of the Patriot Act, the court did not decide whether a FISA warrant satisfies the Fourth Amendment warrant requirement. As stated by the FISC, there are a number of requirements that Title III, the codification of Fourth Amendment protections, imposes, but FISA does not-most importantly, probable cause of criminal activity.1 7 6 Rather than argue that FISA satisfied the Fourth Amendment, the court turned to the determination of whether the primary purpose test was constitutionally required to qualify as an exception to the Fourth Amendment.
77
The issue is whether, in adding to the president's power to conduct foreign intelligence investigations, FISA remains constitutionally reasonable.
2 ' The Truong court held the primary purpose test was the "constitutional minimum" required when applying the foreign intelligence exception without a warrant. 279 The FISCR argued that since FISA adds procedures resembling warrant requirements, the minimum constitutional floor does not apply, and the issue instead is whether the less stringent significant purpose requirement is constitutionally reasonable.° It seems the court's argument is that because FISA imposes a procedural framework on the government seeking to conduct surveillance, the constitutional floor can be lowered from the standard applied in warrantless surveillance. The FISCR misinterpreted the issue.
Courts have recognized a foreign intelligence exception to the Fourth Amendment warrant requirement inherent in the president's const-211 itutional power.
It was the excessive abuse of this power by the Executive Branch, however, that prompted Congress to pass FISA. Congress was not expanding presidential power, but regulating its usage within the preexisting foreign intelligence exception. The FISCR plainly erred in holding that a validly enacted congressional statute may not encroach upon the president's "inherent" constitutional power.
Presidential foreign affairs power is not an enumerated power in the Constitution, but rather stems from the Vesting Clause, which vests the executive power of the United States in the president. In 1978, following the devastating revelations of the Church Committee, Congress deliberately acted to limit presidential power over foreign intelligence investigations. Congress was not adding to presidential foreign intelligence power, as FISCR claims, but rather carefully regulating the use of that power. The fact that FISA establishes procedural requirements that are not equivalent to traditional Fourth Amendment protections does not thereby justify broader use of the foreign intelligence exception in gathering evidence of a crime than the Constitution allows. FISA overlies the constitutional scope of the foreign intelligence exception, and a search under the former cannot be more extensive than a 280 310 F.3d at 746.
See supra Part I.C (examining how circuit courts of appeal have defined the foreign intelligence exception). search allowable under the latter. Therefore, both Duggan and Johnson were correct in applying the primary purpose test to the application of FISA searches. The FISCR conflates the government's interest in foreign intelligence with its interest in subsequent criminal prosecution based on the fruits of that surveillance. In applying a balancing test between an individual's privacy interests and the government's interest, the Truong court held that during a foreign intelligence search, "the government has the greatest need for speed, stealth, and secrecy, and the surveillance in such cases is most likely to call into play difficult and subtle judgments about foreign and military affairs." 2 6 But once the investigation is conducted primarily for criminal purposes, "courts are entirely competent to make the usual probable cause determination." 2 7 The Truong reasoning does not falter even in cases of criminal prosecution of so-called foreign intelligence crimes.
Once the investigation becomes criminal in nature, the government should not be able to bootstrap onto the prior foreign intelligence investigation to bypass the Fourth Amendment warrant requirement. The FISCR's distinction between ordinary crimes and foreign intelligence crimes is contrary to Justice Douglas' view in Katz that "spies and saboteurs are as entitled to the protection of the Fourth Amendment as suspected gamblers. Applying the FISCR opinion in such cases would lead to bifurcated Fourth Amendment protection depending upon the nature of the crime. Moreover, since foreign intelligence crimes are not clearly defined, following the FISCR opinion would mean Fourth Amendment protections for U.S. citizens will vary depending upon their relationships with foreign powers-a completely anomalous result.
Most importantly, the courts have found that the constitutional basis for the foreign intelligence exception is in the president's power as commander in chief and as the sole organ in foreign affairs. As the Fifth Circuit stated in Brown, "[r]estrictions upon the President's power which are appropriate in cases of domestic security become artificial in the context of the international sphere." 2 9 The president's foreign affairs powers are implicated in foreign intelligence investigations because the government may decide to respond to a terrorist or foreign power threat through non-law enforcement means, including military action, covert operation, counterintelligence operation, or diplomatic measures. But once the government instead decides to follow a law enforcement strategy, those powers are not implicated, and there is no constitutional basis for a FISA law enforcement investigation.
Even if the FISCR argument is correct that foreign policy concerns do not necessarily recede once the investigation becomes primarily for law enforcement purposes, that proposition does not lead to the conclusion that law enforcement may now "direct or control" a FISA investigation to meet its objectives. Rather, if foreign policy concerns remain, a FISA investigation with a primary purpose of foreign intelligence should continue, and coordination with law enforcement should be encouraged; however, this cooperation should not extend such that FISA may be used as an end run around the Fourth Amendment. Once the foreign intelligence purpose diminishes in relation to the law enforcement purpose, the normal strictures of the Fourth Amendment should apply.
The ''294 The language upon which the government and the FISCR base their arguments is misapplied. In sum, the result of these mischaracterizations is that the FISCR clearly erred in holding that the primary purpose test, the constitutional minimum that defines the foreign intelligence exception, could be expanded by the Patriot Act. Furthermore, the FISCR erred in finding the president had inherent constitutional authority to conduct surveillance outside the strictures of the Fourth Amendment where the purpose of the investigation was law enforcement. Finally, both Keith and the amended predicate offenses to Title III demonstrate that courts are more than capable of handling law enforcement investigations in sensitive national security matters.
D. Constitutional Analysis: The Special Needs Doctrine
The FISCR's last argument, relying on the Supreme Court's special needs doctrine, is equally unpersuasive. Specifically, the court held that since FISA's general programmatic purpose is "to protect the nation against terrorists and espionage threats directed by foreign powers," which is distinguishable from ordinary crime control, it falls 292 § 2516(1) (a)-(c). 293 407 U.S. at 322-23. 294 Id. at 318-19 (emphasis added).
within the special needs doctrine.
29 r But the case law does not support this holding. The Supreme Court previously rejected the very same arguments that the FISCR upholds in its opinion. First, although the Supreme Court upheld under its special needs doctrine a roadblock, a locker search, and a drug test, the level of intrusiveness of a FISA search is exceptionally greater than these searches. 96 Second, under the Patriot Act, the foreign intelligence purpose need only be significant, and therefore, law enforcement could be the primary purpose.
The Fourth Amendment protections should still apply even in the face of serious threats. Further, the fact that foreign intelligence might be a lawful secondary purpose does not suffice to make the FISA search permissible. The Supreme Court stated that if it allowed checkpoints based on "lawful secondary purposes," checkpoints would be established "for virtually any purpose so long as they also included a license or sobriety check." 3 0 0 Therefore, the FISCR opinion is nothing more than rehashed special needs arguments already heard and rejected in the Supreme Court's jurisprudence.
Finally, the FISCR argued that the government's subjective purpose should not be taken into account, because intent is irrelevant to Fourth Amendment analysis. The Supreme Court, however, distinguished between the subjective intent of officers stopping a car and the programmatic purposes of a roadblock scheme. The Patriot Act and the 2002 Procedures, by requiring only a significant foreign intelligence purpose, not only leave open the possibility of law enforcement as a primary purpose, but actively envision surveillance and searches initiated for primarily law enforcement reasons. The FISCR misinterpreted the Edmond example. The High Court was using the term "emergency," to imply imminence, not a description of the nature of the attack. It is not the general threat of a terrorist attack that permits the roadblock in the Edmond example, but the exigencies caused by the imminence of that attack. The Edmond example provides no support for a statutory framework permitting highly intrusive searches for the primary purpose of law enforcement. First, the Court's argument fails on statutory grounds. The FISCR opinion rests on the unworkable interpretation of a "foreign intelligence crime," which is based neither in the statute, nor in the case law, nor in logic. Though the Court attempts to limit the Patriot Act's application to these newly created "foreign intelligence crimes," the limitation seems to include a violation of any criminal statute of the United States or any ordinary crime that is "inextricably intertwined" with foreign intelligence crimes.
Second, the FISCR opinion cannot survive constitutional scrutiny.
302 531 U.S. at 44. 03 Id.
The Court argues that the foreign intelligence exception is the constitutional minimum upon which FISA expands; however, this argument misunderstands the very nature of presidential power as defined in landmark cases like Steel Seizure. FISA overlies the foreign intelligence exception of the Fourth Amendment, and a search under the former cannot be more extensive than a search allowable under the latter. Lastly, the Patriot Act cannot find justification under the special needs doctrine because it permits investigations whose purpose is primarily ordinary law enforcement. Administration supporters argue that the FISC provides appropriate Fourth Amendment oversight of a neutral and detached magistrate. It is clear, however, that from the limited discretion provided to FISC judges and the minimal scrutiny by which Congress intended them to review applications, the FISC does not meet constitutional standards. According to the attorney general's annual reports, from 1979 to 2001, "the FISC approved without modification 14,031 out of 14,036 applications, or 99.96% of the total."°4 With minimal scrutiny applied at the FISC level and errant decisions at the FISCR, U.S. citizens are left with very little protection against the everincreasing national security power of the government and a return of the pre-Church Committee days. Our liberty is too high a price to pay for this kind of security. 
